NudpopmanuoHHasi NaMATKA I 00y4AIOIIUXCS JAJIS1 Pa3MelleHns Ha

opuuHMATBLHBIX MHTEPHET-pecypcax

C KaXJIbIM TOJI0OM MOJIOJIC)KU B MHTEPHETE CTAHOBUTCS OOJIBIIE, a MKOJbHUKU
OJJHM W3 CaMbIX aKTHUBHBIX IOJb30Baresie PyHera. Mexay TeM, NOMHUMO
OTPOMHOTO KOJIMYECTBA BO3MOKHOCTEH, HHTEPHET HECET U MPOOJIEMbI. JTa MaMsATKa
JIOJDKHA TOMOYB TeOe 0€30I1aCHO HaXOIUTLCS B CETH.

KomnbrorepHbie BUPYChI

KoMIbIOTEpHBIM BHUPYC - 3TO Pa3HOBUAHOCTH KOMIBIOTEPHBIX MPOrpaMM,
OTIIMYUTEIIFHON 0COOCHHOCTHIO KOTOPOH SABJISIETCS CIIOCOOHOCTh K Pa3MHOKECHHUIO.
B nononHeHne Kk 3TOMY, BUPYChl MOTYT MOBPEIUTH WJIW MOJHOCTHIO YHUUYTOKHUTh
Bce (haiiJibl U JaHHBIC, TIOJKOHTPOJIBHBIC TI0JIB30BATEII0, OT UMEHH KOTOPOTro Obliia
3amylIeHa 3apakK€HHas NMpPOorpaMMma, a TAaKKE MOBPEINTh WIIN JTAXKE YHUUTOXKHUTH
OTICPAITMOHHYIO CHUCTEMY CO BceMH (aiiiamMu B 11e70M. B GOJBIIMHCTBE CilydyaeB
pACIPOCTPAHAOTCS BUPYCHI U€PE3 UHTECPHET.

MeTtobl 3a1IUTHI OT BPEIOHOCHBIX MPOTPaAMM:

1. Mcnonib3yii COBpEMEHHBIE OINEPAIMOHHBIC CUCTEMbI, UMEIOIINE CEPbE3HBIN
YPOBEHb 3aIIUTHI OT BPEIOHOCHBIX ITPOrPamMM;

2. TlocrosHHOo ycTaHaBnuBaiW madTH (IUdpoBBIe 3aIlIaTKH, KOTOPBIC
aBTOMATHYECKH YCTAHABJIMBAIOTCS C IIECIBIO JOPAOOTKH MPOrpaMMBbl) M JAPYTHE
OOHOBJIEHUS CBOEH ONEepaMOHHON cucTeMbl. CKauuBai UX TOJIBKO C O(PUIIMATBHOTO
caiita pazpadotrunka OC. Eciu cymiecTByeT pexkuM aBTOMaTHIECKOTO OOHOBJICHMS,
BKJIIOUH €TO;

3. Paboraii Ha cBOoeM KOMIIBIOTEpPE IOJ IIpaBaMH IOJIH30BATENS, a HE
aIMUHHACTpATOpa. OTO HE TMO3BOJUT OOJBIIMHCTBY BPEIOHOCHBIX IPOTPaMM
MHCTAJUIMPOBATHCS HA TBOEM MEPCOHATBLHOM KOMITBIOTEPE;

4. Hcnonb3yil aHTUBHPYCHBIE NPOrpaMMHBIE MPOAYKTbl ~ U3BECTHBIX
IIPOU3BOJIUTEIICH, C aBTOMATHICCKUM OOHOBIICHHEM 0a3;

5. Orpanuub PU3NUECKUN JOCTYN K KOMIBIOTEPY sl TOCTOPOHHUX JIMII;

6. Ucrionp3yil BHENTHUE HOCUTETN HHPOPMAIINH, TaKHe KakK (uienika, JTUCK Uin

(baiin U3 uHTEepHETAa, TOJIBKO U3 TPOBEPEHHBIX HCTOYHUKOB;



7. He oOTKpbIBail KOMIIbIOTEpHBIE (Hailibl, MOIYYCHHbIE H3 HEHAJEHKHBIX
UCTOYHUKOB. Jlaxke Te (ailybl, KOTOpbIEe MPHUCIaT TBOM 3HaAKOMBIH. Jlydiie yTouHu
y HETO0, OTIPABJISUI JIU OH TeOe uX.

Cern WI-FI

Wi-Fi - 310 He BUJ mepeaun AaHHBIX, HE TEXHOJOTHS, a BCEro JIMIIb OpeH,
mapka. Eme B 1991 rony HuaepnaHiackas KOMIIAHUS 3aperucTpupoBaia OpeH[
"WECA", urto o6o3nagano cioBocouetanue "Wireless Fidelity", koTopsrii
MepeBOIUTCS Kak "0ecrnpoBOHAS TOYHOCTh".

Jlo Hamiero BpeMeHH J1o1uIa ipyras ab0peBuaTypa, KoTopas SBJIIETCS TaKOH ke
TexHosoruen. Ito abopeBuarypa "Wi-Fi". Takoe HazBaHue ObLIO JaHO C HAMEKOM
Ha CTaHJapT BbIclIel 3BykoBOM TexHuKU Hi-Fi, 4To B nepeBojie 03HauaeT "BrIcOKas
TOYHOCTB".

Ja, OecruiaTHbI MHTEpPHET-IOCTYN B Kade, OTENsAX U adpoIoprax sBISEeTCs
OTJIMYHOW BO3MOKHOCTBIO BBIX0/1a B UHTEpHET. HO MHOTME 3KCIEPTHI CUUTAIOT, YTO
obmenoctynusie Wi-Fi cetu He SIBISIOTCS O€30MTaCHBIMH.

CoBeTbl 0 6€30MacCHOCTH pabOTHI B 001IEIOCTYHBIX ceTax Wi-fi:

1. He nmepenasail cBoro JnuHyto uHpopMmaiuio yepes odmenoctynubie Wi-Fi
cetu. PaboTast B HUX, *eJaTeIbHO HE BBOJAUTD MAPOJIM JOCTYyIA, JIOTUHBI U KaKue-
TO HOMEpA;

2. Ucnonbs3yit 1 OOHOBJISIH aHTUBUPYCHBIE NIPOrpaMmbl U Opanamayep. Tem
cambIM Thbl 00€30MacuIllb ce0sl OT 3aKauKH BUpPYyCa Ha TBOE YCTPOICTBO;

3. Ilpu ucnons3oBanuu Wi-Fi otkimoun ¢pynkuuio "OOmui 1octyn Kk Qaitinam
u npuHTepam". JlaHHas (yHKUIMS 3aKpbITa 1O YMOJYAHUIO, OJTHAKO HEKOTOpHIE
MOJIB30BATENIM AKTUBUPYIOT €€ JIJIsl y1I00CTBA MCIIOJIb30BaHUs B paboTe min yueoe;

4. He ucnonp3yit myonmuunbii WI-FI 11 nepeiaum Tu4YHbIX JaHHBIX, HAIPUMEP
JUISl BBIXO/1A B COLMAJIBHBIE CETH UJIU B AJIEKTPOHHYIO MTOUTY;

5. Ucnionw3y# Toabko 3ammuiieHHoe coequnenne yepe3 HTTPS, aue HTTP, T.e.

npu Habope BeO-aapeca BBOAU UMEHHO "https://";



6. B mobunsHoM Tenedone otkimroun ¢ynkuuio "lloakmouenune k Wi-Fi
aBromatuuecku'. He nmomyckaidi aBTOMAaTH4YeCKOro IMOJKIIOUEHUS YCTPOWCTBA K
cetssMm Wi-Fi 6e3 TBoero cormiacus.

CounajnbHble ceTH

ConuanabHble CETH aKTUBHO BXOJST B HAIly KM3Hb, MHOTHE JIIOAU PabOTaIOT U
JKUBYT TaM IOCTOSIHHO, a B Facebook yke 3aperucTpupoBaH MIILIHAP] YETOBEK,
YTO SIBJISIETCS OJTHOW CEABMOW BCEX >KUTEJEH IUIAHEThl. MHOTME MOIb30BaTENIN HE
MOHUMAIOT, YTO MHGpOpMAIMs, pa3MElIeHHass UMU B COIIMAJIBHBIX CETSIX, MOXKET
OBbITh HalJIcHA W HCIOJb30BaHA KEM YTOJHO, B TOM YHUCJIE HE 0053aTeNbHO C
OJIaruMu HaMEPEHUSIMU.

OCHOBHBIE COBETHI IO 0€30MIACHOCTHU B COIIMAIBHBIX CETSIX:

1. Orpanuub cucok Apy3eil. Y 1e0s B APY3bsiX HE JOJKHO OBITh CITyYalHbBIX U
HE3HAKOMBIX JIFOJICH;

2. 3amuiiail cBOO 4acTHYIO *u3Hb. He yka3biBaii maposu, TenedoHbl, aapeca,
JIaTy TBOETO POXKJICHUS U APYTYIO JTUUHYIO HH(OpMAIHIO. 37T0YMBIITUICHHUKH MOTYT
UCITIOJIB30BaTh Jlaxke MH(OpPMAIMIO O TOM, KaK Thl U TBOM POJUTENH TUTAHUPYETE
MPOBECTU KAHUKYJIbI;

3. 3ammimai cBOIO pernyTaluio - ASPKHU €€ B YUCTOTE M 3aj1aBaii cebe BOIpOC:
XxoTen Obl Thl, YTOOBI JPYrH€ IMOJH30BATEIN BHJIETH, YTO ThI 3arpyKaemib?
[Togymaii, mpesxie 4eM 4TO-TO OMyOJIMKOBATh, HATUCATh U 3arPy3UTh;

4. Ecnu Thl TOBOPUIIL C JIFOJIBMHU, KOTOPBIX HE 3HAEIIb, HE HUCMOJb3yl CBOE
peaqbHOe UMS U APYTYIO JUYHYI0 MH(OpPMALUKU: UMsI, MECTO JKUTEJIbCTBA, MECTO
y4eObl U Mpoyee;

5. U3beraii pasmemienus Qororpaduii B MuTepuere, rae Tol M300pakeH Ha
MECTHOCTH, 110 KOTOPOU MOKHO ONPEACIUTh TBOE MECTOIOI0KEHHUE;

6. [Ipu peructpamnuu B COIMaILHON ceTU HEOOXOAMMO UCITOJIH30BAThH CIOKHBIE
MapoJIu, COCTOSIINE 13 OYKB U UG U C KOJUYECTBOM 3HAKOB HE MEHee §;

7. ns couuanbHOM CETH, TOYTHI U IPYTUX CAUTOB HEOOXOIUMO HCIIOIb30BaTh
pasHble mapoiiv. Toraa eciau Te0s B3JIOMAIOT, TO 3JI0YMBIIIJICHHUKH TIOTy4YaT JOCTYII

TOJILKO K OJTHOMY MECTY, a HEe BO BCE Cpa3zy.



DJIEKTPOHHBbIE JeHbIH

OJNEeKTpOHHBIE JEHBIM - 3TO OUYEHb YMOOHBINM CHoco0 MiaTexed, OJHAKO
CYIIECTBYIOT MOIIICHHUKU, KOTOPBIE XOTAT MOJIYYUTh 3TU JEHBIH.

DONEeKTPOHHBIE JEHbIM MOSIBUIMCH COBCEM HEJABHO M MMEHHO M3-3a 3TOr0 BO
MHOTHX TOCyAapCcTBax 0 CUX MOp HE MPOIKCAHO PO HUX B 3aKOHAX.

B Poccun sxe oHM GyHKIIMOHUPYIOT M O HUX YK€ MPOIMKUCAHO B 3aKOHE, I7Ie UX
pa3zeNsaoT HA HECKOJIBKO BUIOB - aHOHUMHBIE U HE aHOHUMHbIE. Pa3HuIa B TOM,
YTO AHOHUMHBIE - 3TO T€, B KOTOPBIX paspeniacTcss MpOBOAUTH olepanuu 0e3
UACHTU(UKAIINY TIOJIH30BATENS, 4 B HCAHOHUMHBIX MJICHTU(UKALIKS TT0Ih30BaTEIs
ABJIAETCS 00S3aTEIBLHOM.

Taxke crneayer pas3idyaTh dJICKTPOHHBbIC (QUATHBIE JIEHBIW  (PaBHBI
rOCYJIapCTBEHHBIM BaJIIOTaM) U DJJICKTPOHHBbIC He(dUATHBIC ACHLIM (HE PaBHBI
rOCy/1apCTBEHHBIM BAIIOTaM).

OCHOBHBIE COBETHI IO 0€30MaCHOM padOTe C INEKTPOHHBIMU JICHbraMU:

1. ITpuBsikuM K cueTy MOOMJIBHBIN TeaedoH. DTO camblil yIOOHBIM U OBICTPBIN
croco0 BOCCTAaHOBUTH JOCTYH K cuery. lIpuBsizaHHBIN TeneoH MOMOXKET, €CiH
3a0yJenib CBOM IUIATEXXHBIM Maposib WM 3aiiielllb Ha CalT C HE3HAKOMOTO
YCTPOMCTBA;

2. Hcnonb3yéi oaHopa3oBble mnaposu. Ilocne mepexona Ha YCHUIICHHYIO
aBTOpHU3aLMI0 TeOe yke He OylneT yrpokaTh OMACHOCTh KpakKH WJIM IepexBaTa
MJIATEKHOTO MaAPOJIS;

3. BoiGepu cnoxsblii mapodb. IIpecTynmHukam OyAeT HE MPOCTO yrajuartb
CJIOXHBIN naposb. HagexHble maponu - 3T0 maposu, KOTOPhIE COAEpKAT HE MEHEe
8 3HAKOB M BKJIIOYAIOT B C€0s1 CTPOUYHBIEC U MTPOMKUCHBIE OYKBBI, IU(PPHI K HECKOJIBKO
CUMBOJIOB, TaKM€ KaK 3HAaK Jo0Jiapa, (yHTa, BOCKJIMLATENbHBIA 3HAK W T.II.
Hanpumep, $tROng!;;

4. He BBOAM CBOM JTUYHBIE JAHHBIE HA CaliTaX, KOTOPHIM HE JOBEPSEILIb.

DJIeKTPOHHASA MOYTA

DNEeKTpOHHAs MOYTa - 3TO TEXHOJIOTHSI U IMPEAOCTABISIEMBIE €0 YCIYyTH IO

MNEPECHIIKE U MOJYUYCHHUIO 3JICKTPOHHBIX COO6H.ICHPII>1, KOTOPLIC paCHIpCACIIAIOTCS B



KOMIBIOTEpHOU ceTh. OOBIYHO HIEKTPOHHBINM MOYTOBBIA SIIUK  BBITJISUT
CJIEIYIONTUM 00pa3oM: UMsI_TOJIh30BaTENsI(@WHUMS_ToMeHa. Takke Kpome nepeaadn
MPOCTOTO TEKCTA, UMEETCS BO3MOXKHOCTH TIepe/iaBaTh (pailibl.

OCHOBHBIE COBETHI 110 0€30MacHOM paboTe ¢ INMEKTPOHHOU MOUTOM:

1. Hayo BEIOpaTh NMpaBWIIBHBIN TOYTOBBIN cepBUC. B MHTEpHETE €CTh OIPOMHBIN
BBIOOp OECIIaTHBIX TMOYTOBBIX CEPBUCOB, OJIHAKO JIy4Ille JIOBEPSATH TEM, KOTO
3HACIIb U KTO NIEPBBIM B PEUTHHIE;

2. He ykaspIBaii B TMYHOM TMOUTE JUYHYIO HH(popmaluio. Hanpumep, mydiie
BbIOpaTh "My3bIKanbHbIN _(panat@" wium "pox2013" Bmecto "temal3";

3. Mcnonb3yil ABYX3TANHYIO aBTOPU3ALUIO. ITO KOTJIa IOMUMO AP0 HYKHO
BBOJUTH KOJ, MpUChLIaeMblid 0 SMS;

4. BoiOepu CIOXKHBIN Mapob. JJig KaXka0ro mo4ToBOro SIIUKA JTOJHKEH OBITh
CBOW HAJEKHBIW, YCTOWUUBBIN K B3JIOMY [1apOJib;

5. Ecnu ecTh BO3MOKHOCTB HAIIMCATh CAMOMY CBOM JIMYHBIN BOIIPOC, UCHOJIb3YH
3Ty BO3MOXHOCTb;

6. Mcrionb3yid HECKOJIBKO MOYTOBBIX AMKUKOB. [IepBbIil 1711 4aCTHOM MEepEeNnuCcKu
C ajapecaTaMH, KOTOPBIM Tbl JOBEPSCIIb. DTO SJICKTPOHHBIA aApec HE HaAo
WCITOJIb30BATh TIPU PErUCTpaliui Ha GopyMax u cailTax;

7. He otkpbiBaii (aiifibl U Apyrue BIOXKEHUS B MHChbMaX, JaKe €CIU OHU
NPUIIUTM OT TBOUX Jpy3eu. Jlyulie yTouHu y HHMX, OTIPABIISUIM JU OHU TeOE ATHU
(baisl;

8. ITocne okoHuaHusi pabOThI Ha TOYTOBOM CEPBUCE MEPE]T 3aKPHITUEM BKIIAIKU
C cailToM He 3a0yAb HaXXaTh Ha "BeiidTn".

Ku0epOy1iimHr WM BUPTyaibHOE U3/1€BaTeIbCTBO

KubepOyuiHr - mpeciieIoBaHre COOOIIEHUSAMHU, COJEPKAIIMMU OCKOPOJICHHUS,
arpeccuro, 3aryruBaHue; XyJIUraHCTBO; COIMAIbHOE OOMKOTUPOBAHKE C TTIOMOIIBIO
Pa3IMYHBbIX UHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI IO 0OpbOE ¢ KUOEPOYIITMHIOM:

1. He Opocaiics B 60it. Jlydmmii cioco6: MOCOBETOBAThCS KaK ceOsl BECTU W,

€CJIM HET TOro, K KOMYy MOKHO O6paTI/ITBC$[, TO BHa4daJI€ YCIIOKOUTLCA. Eciu TBI



HAYHEIIb OTBEYaTh OCKOPOJEHMSIMH Ha OCKOPOJIEHUS, TO TOJBKO elie OoJblie
pa30xKeIIb KOH(PIUKT;

2. Yupapnsiii cBoeit kubeppernyTanuei;

3. AHOHUMHOCTb B ceT MHUMasl. CyIIECTBYIOT CIIOCOOBI BBISICHUTD, KTO CTOUT
32 AaHOHUMHBIM aKKayHTOM;

4. He crouT BecTH XYyJWUTaHCKUUA 00pa3 BUPTyalbHOW >XU3HU. VIHTEpHET
¢ukcupyeT Bce TBOM JACWUCTBUSA M COXpaHAET HMX. YAaIUTh UX OyJeT KpaiiHe
3aTPYJHUTEIIBHO;

5. CoGmronait CBOIO BUPTYIbHYIO YECTh CMOJIOAY;

6. UWrHopupyit eauHuuHblii HeraTtuB. OIHOPA30BbIE OCKOPOUTEIBHHBIC
COO0O1IEeHUS JTyyllle UTHOpUpOoBaTh. OOBIUHO arpeccusi MpeKpallaeTcsi Ha HayalabHON
CTaJuu;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMU COOOLICHUSIMH, B
COLIMAJIBHBIX CETSIX €CTh BO3MOXHOCTh OJIOKHPOBKM OTIPABKH COOOLIEHUH C
ONPENIEIICHHBIX aJPECOB;

8. Ecnu Th! cBuzaerens kuOepOyimuHra. TBOM JEHCTBUS: BBICTYIIUTH MPOTHUB
IpecieaoBaTens, MOKa3aTh €My, YTO €ro JEWCTBUS OLECHHUBAIOTCS HEraTUBHO,
HnoJIepKaTh KEPTBY, KOTOPOW HY)KHA IICHXOJIOTHYECKass IMOMOIb, COOOIIUTH
B3pOCJIBIM O (paKTe arpeCCUBHOTO MOBEACHUS B CETH.

MooOuiabHbId TesedoH

CoBpemeHHble cMapT(HOHBI U TUIAHILIETHl COAEPKAT B ce0e BIIOJIHE B3POCIIbIM
(GyHKUHMOHAJ, W TENepb OHU MOTYT KOHKYpHUPOBaTh CO CTallMOHAPHBIMU
KoMIiboTepamMu. OJHAKO, CPEACTB 3aLIUTHI 1JIs1 MOJOOHBIX YCTPOMUCTB MOKA OYEHB
Mai0. TecTupOBaHUE U ITOUCK YA3BUMOCTEN B HUX IIPOUCXOIUT HE TAK UHTEHCHUBHO,
kak i [1K, o ke camoe kacaeTcsi 1 MOOMIIbHBIX TPUIIOKEHUH.

CoBpeMeHHbIe MOOMIIbHBIE Opay3ephl YK€ MPAaKTUYECKU JOTHAIN HACTOJIbHBIE
aHaJIOTH, OJHAKO paclIMpeHue (QyHKIHOHATIAa BIEYET 3a Cco00i OOoNbIIYyIO
CJIO’KHOCTh U MEHBIIYIO 3AIIHUIIEHHOCTD.

Jlaneko He Bce MPOU3BOAUTENM BBITYCKAaIOT OOHOBIJICHUS, 3aKPbIBAIOIINE

KPUTHYICCKUC YA3BUMOCTHU AJISI CBOUX yCTpOfICTB.



OCHOBHBIE COBETHI JIJIsI 0€30MACHOCTH MOOMIIBLHOTO TenedoHa:

Huyero He siBisieTcs mo-HacTosimiemy OeciulaTHbIM. Byab OCTOpOXEH, BeIb
Korjia Tebe mpeayiaratoT OecrjiaTHbIM KOHTEHT, B HEM MOTYT ObITh CKPBITHI KaKue-
TO IUIATHBIE YCIYTH;

Hymaii, npexe yem otnpaButb SMS, hoTo unu Buaeo. Thl TOUHO 3HACIID, 1€
OHM OyAyT B KOHEYHOM UTOTE?

Heobxoammo 0OHOBIIATH OMEPAITMOHHYIO CHCTEMY TBOETO cMapTdhOHa;

Hcnonb3yit aHTUBUPYCHBIE POrPaMMBbl 111 MOOMIJIBHBIX TEJIE(POHOB;

He 3arpyxaii npuioXeHuss OT HEM3BECTHOI'O HCTOYHHMKA, BEAb OHU MOTYT
coJiep>KaTh BPEIOHOCHOE MTPOTrpaMMHOE 00ECIICUECHHE;

[Tocne Toro kaxk Thl BBIWJEIIL C CaifTa, IJie BBOAWI JIMYHYIO HH(OpPMAIIHUIO,
3aiiin B HACTPOIKK Opay3epa U yaainu cookies;

[leproguyeckn mpoBepsiii, KaKue IUJIATHBIE YCIYyI'M aKTUBUPOBAaHbI HA TBOEM
HOMEDE;

JlaBaii cBOif HOMEP MOOMIBLHOTO TeJIeOHA TOIBKO JIFOASM, KOTOPBIX ThI 3HACIIh
Y KOMY JOBEpSEIlIb;

Bluetooth nomken ObITh BHIKIIFOUEH, KOT/Ia Thl UM HE NoJib3yenbes. He 3a0biBait
WHOT/Ia POBEPATH 3TO.

Online urpsbi

CoBpeMeHHbIE OHJIAWH-UTPBI - 3TO KPACOUYHbBIE, 3aXBATHIBAIOIINE Pa3BICUCHHUS,
OOBEUHSIONINE COTHU THICSY YEJIOBEK M0 BceMy MUPY. UTpOKH UCCIenyIOT TaHHbII
UM MUD, OOLIAIOTCA APYT C APYTrOM, BBIOIHSIOT 33JJaHUs, CPAXKAIOTCS ¢ MOHCTpaMU
Y TMOJYYaloT OMBIT. 32 yJIOBOJICTBUE OHU IJIATAT: MOKYMAIOT JUCK, OMJIAYMBAIOT
a0OHEMEHT WJIU PUOOPETAIOT KAaKHE-TO OMIIUH.

Bce 3Tu cpenacTsa uayT Ha MOAAEpKaHUE U PA3BUTUE UIPHI, @ TAK)XKE HA caMy
0€30IMacHOCTh: COBEPIICHCTBYIOTCS CHCTEMbI aBTOPU3ALIMU, BBITYCKAIOTCS HOBBIC
natyu (uQpoBbIe 3aMIaTKU JUIsl IPOTPAMM ), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B no100HbIX Urpax CTOUT OMACAThCSI HE CTOJIBKO CBOMX COMEPHUKOB, CKOJIBKO
KpaXXy TBOETO MapoJisi, HAa KOTOPOM OCHOBaHA CHCTEMa aBTOPU3AINHN OOJIBITHHCTBA

urp.



OCHOBHBIE COBETHI 110 0€30MAaCHOCTH TBOETO UTPOBOTO aKKAYHTA!

1. Eciiu apyroii urpok BeneT ceOs IMIoX0 WM COo3/aeT Tebe HEeNMpHUsTHOCTH,
3a0JIOKUPYH €ro B CIIHCKE UTPOKOB;

2. Iloxanyiicsa aIiMUHUCTPATOPAM MUIPHI Ha IJI0XOE MOBEICHHUE dTOI0 MIPOKA,
YKEJIATEJIbHO MPUJIOKUTh KAKHE-TO J10KA3aTeNIbCTBA B BUJIE CKPUHOB;

3. He yka3biBaii tnunyto uHGOpMaIuio B ipodaiisie urpsl;

4. YBaxail Ipyrux y4acCTHUKOB I10 UTPE;

5. He ycranaBnuBait HeouIiinaabHbIe TTaTYH U MOJIBI;

6. Mcnionib3yil CIOKHBIE U Pa3HbIC MAPOJIH;

7. JJaxe BO BpeMsi UTPbl HE CTOUT OTKJIIOYaTh aHTUBHUpYC. [loka ThI Urpaelip,
TBOW KOMIIBIOTEP MOTYT 3apa3uUTh.

OUIIUHT UM KPAXKa JTHYHBIX JAHHBIX

OOBIYHOM Kpaxkell JeHeT U JOKYMEHTOB CETO/IHs y>K€ HUKOTO HE YAUBUIIb, HO
C PpAa3BUTHEM HWHTEPHET-TEXHOJIOTUM 3JIOYMBIIUICHHUKA TEPEMECTUINCh B
WHTEPHET, U MPOJIOJKAIOT 3aHUMATHCA " MIOOMMBIM" JIETIOM.

Tak mnosiBUJIach HOBas yrpo3a: HHTEPHET-MOIICHHUYECTBA WJIA (DUIIIMHT,
IJIaBHAsl 1E€Jb KOTOPOrO COCTOUT B MOJYYEHUU KOH(MUIICHIMAIBHBIX JTaHHBIX
M0JIb30BATEJNICH - JIOTMHOB U mapoieil. Ha anrnuiickom si3bike phishing untaercs kak
¢dbumuHr (0T fishing - peiOHast 1oBs, password - maposb).

OcHOBHBIE COBETHI IO 0OPHOE € (PUITUHTOM:

1. Cnenu 3a cBouM akkayHTOM. Eciiu ThI mojio3peBaeliib, 4To TBOSI aHKETa Oblia
B3JIOMaHa, TO HEOOXOJAMMO 3a0JIOKMPOBaTh €€ M COOOUIUTH aAMUHUCTPATOpam
pecypca 00 3TOM KaK MOYKHO CKOPEE;

2. Ucnonw3yii O6e3omacHble BeO-CalThl, B TOM YHCIIC, HHTEPHET-Mara3uHoB U
MOUCKOBBIX CUCTEM;

3. Ucnonw3yit cioxHble W pa3Hbie Mapoid. Takum oOpa3om, eciu TeOs
B3JIOMAIOT, TO 3JIOYMBIIUIEHHUKH MOJy4aT JIOCTYI TOJIBKO K OJHOMY TBOEMY

npod U0 B CETH, a HE KO BCEM;



4. Ecnu Te0s B3noManu, TO He0OX0IMMO MPeIyNpeIuTh BCEX CBOMX 3HAKOMBIX,
KOTOpBIE J00aBIEHbI y T€O0s B APY3bAX, O TOM, YTO TEOS B3IIOMAIIU U, BO3MOXHO, OT
TBOET0 UMEHM OYyJI€T PacChUIaThCA CIlaM U CChUIKU Ha (PUIITMHTOBBIE CANThI;

5. YcranoBu HaaexHbIi napois (PIN) Ha MOOHITBHBIN Telae]oH;

6. OTKIIIOUM COXpaHEHHUE NapoJisi B Opaysepe;

7. He oTkpbiBail (aiiabl U JApyrue BIOXKEHUS B MUCbMax, JaXXE €CIM OHU
NPUILUIA OT TBOMX Apy3ell. Jlydllle yTOUHHM y HUX, OTIPABISUIM JIM OHH TeOE ITH
(haitbl.

Hudposas penyrauus

[Mudposas penyTamus - 3T0 HEraTUBHAS WU MMO3UTHUBHAS MH(OpMALUs B CETH
o tebe. Kommpomerupyromass nHpopmanus, pa3MelieHHas B UHTEPHETE, MOYKET
CepbEe3HBIM 00pa30M OTpa3UThCA Ha TBOEH peanbHOM xu3HH. "Lludposas
penyranus" - 3T0 TBOM UMUK, KOTOPbIN popmupyeTcs u3 uHpopMauu o tede B
UHTEPHETE.

TBOE MeCTO KUTENbCTBA, yueObl, TBOE€ (PMHAHCOBOE TMOJIOKEHHE, OCOOCHHOCTH
XapakTepa U pacckasbl O OJU3KHUX - BCE 3TO HAKAIUIMBAETCS B CETH.

MHorue mOoJIpOCTKH JETKOMBICIEHHO OTHOCATCS K MyOJMKalUud JINYHOU
uHdopmaruu B MHTEpHETE, HE MOHMMAsT BO3MOXKHBIX TMOCiencTBuil. Thl maxe He
CMOXKeIIb OorafaTbcs O TOM, 4TO (ororpadusi, pa3MelleHHas 5 JeT Ha3aj, cTajia
NPUYMHON OTKAa3a MPUHATH T€OS Ha paldoTy.

KommenTtapuu, pazmenienue TBoux Gororpaduii u npyrue 1eHCTBUS MOTYT HE
MCYE3HYTh JaXe MOCJE TOT0, KaK Thl UX YAAIUIIb. Thl HE 3HACIIb, KTO COXPAHUII 3TY
uH(pOpMaIuIo, Momnajga JM OHAa B MOUCKOBBIE CUCTEMBI U COXPAHWJIACh JIU OHA, a
IJIaBHOE: YTO MOJYMAIOT O Te€Oe OKpY’Karollue JIOAH, KOTOpble HAWIYT U YBUISAT
sT0. Haiftn MHpOpMannio MHOTO JET CIYCTS CMOXET JH00M - Kak M3 J00phIX
noOy>KJIeHUH, TaK U C HAMEPEHUEM IPUYUHUTH BPEJl. DTO MOXKET OBITH KTO YTOIHO.

OCHOBHBIE COBETHI TI0 3aIUTE U(PPOBOI pEemyTaIlUU:

1. [logymaii, mpexJie 4eM 4TO-TO MyOJUMKOBATh U NepenaBaTh y cedsi B OJore

WA B COIMATIBHOM CETH;



2. B mnacrtpoiikax mnpo¢uis yCTaHOBU OIPAHUYEHHS] Ha MPOCMOTP TBOETO
pouIIs U €ro COACPIKUMOTO, CACIIal €ro TOJIBKO "1ist mpy3eit';

3. He pa3memiaii u He yka3biBall MH(OpMAIUIO, KOTOpask MOXKET KOro-iudo
OCKOPOJISITh WJIH OOUKATh.

ABTOpPCKOE IPaBo

CoBpeMeHHbIE  IIKOJIBHUKA - aAKTUBHBIE TIOJIb30BaTeNd  IUGPOBOTO
npoctpaHcTBa. OOHAKO JaleKko HE BCE 3HAIOT, YTO II0Jb30BAHWE MHOTUMU
BO3MOXHOCTSIMU  LIM(ppoBOro  Mupa TpeOyeT  coONoleHHs TpaB  Ha
WHTEJUIEKTYAJIbHYI0 COOCTBEHHOCTb.

TepMuH "WHTENJIEKTyaldbHasi COOCTBEHHOCTH' OTHOCHUTCS K Pa3IMYHBIM
TBOPEHHUSIM YEJOBEUECKOIO0 yMa, HAayMHAas C HOBBIX HM300pPETEHUH M 3HAKOB,
0003HavyaIMKX COOCTBEHHOCTh Ha MPOIYKTHI U YCIYT'H, U 3aKaHYMBas KHUTaMH,
dboTorpadusiMu, KHUHOQUIEMaMHU U MY3bIKQJIbHBIMU MTPOU3BEICHUSMHU.

ABTOpcKHME TpaBa - 3TO IpaBa HAa HMHTEJUIEKTYaJbHYIO COOCTBEHHOCTb HA
IIPOU3BEJCHUS HAYKH, JIUTEPATYypbl U UCKYCCTBA. ABTOPCKME NPaBa BHICTYIAIOT B
KayecTBE TapaHTUU TOTO, YTO HHTEIUIEKTYaJbHBIN/TBOPUECKUM TPy aBTOpa HE
OyZeT HampacHbIM, JAAacT €My CIpaBeJIMBbIE BO3MOXKHOCTH 3apaboTaTh Ha
pe3yibTaTax CBOETO TPYyJAa, MOJIYYUTh H3BECTHOCTh W Mpu3HaHue. Hukro 06e3
paspelieHuss aBTOpa HE  MOXET  BOCHPOM3BOJIWUTH €ro  NPOU3BENECHHUE,
pacnpocTpaHsaTh, NYOJIMYHO JEMOHCTPUPOBATH, NPOJABATH, HMIIOPTHUPOBATH,
MyCKaTh B MPOKAT, IMyOJMYHO HUCIOJHATH, MOKA3bIBATH/UCIIONHATH B dUpe WU
pasmemats B MHTEpHETE.

Hcnonb3zoBanue "mupaTckoro’ mporpaMMHOIO 00ecreyeHus MOKET MPUBECTH
K MHOTMM pUCKaM: OT IIOTEPH JIaHHBIX K TBOUM aKKayHTaM 10 OJIOKMPOBKU TBOETO
YCTPOMCTBA, TJI€ yCTaHOBJIEHA HeNerajibHas mporpamma. He ctout Takke 3a0bIBaTh,
YTO CYILIECTBYIOT JIETAJIbHbBIE M O€CIIaTHBIE IPOTPaMMBbI, KOTOPbIE MOYKHO HalTH B

CCTU.



